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TOWN OF WEAVERVILLE
TOWN COUNCIL AGENDA ITEM

DATE OF MEETING: April 9, 2019
SUBJECT: Personnel Related Policies
PRESENTER: Town Manager/Town Attorney
ATTACHMENTS: Excerpts from Personnel Policy
Information Technology and Internet Use Policy
Social Media Policy

Workplace Violence Prevention Policy
Equipment and Vehicle Use Policy

DESCRIPTION:

At its last meeting Town Council asked the Town Manager to bring back the personnel-
related polices for review. The following draft policies will be discussed at tonight’s
workshop. These policies are in a final staff review so additional comments or revisions
may be discussed at tonight’s workshop.

Information Technology and Internet Use Policy - This policy sets out
provisions which are designed to protect the Town'’s resources against misuse
and security issues

Social Media Policy - The purpose of this policy is to provide guidelines that
will allow employees to properly utilize social media as a means of
communicating with the Town’s citizens

Workplace Violence Prevention Policy - The policy objectives are to provide a
mechanism to protect the Town’s employees and citizens from workplace
violence.

Equipment and Vehicle Use Policy - This policy outlines the expectations
regarding the use of equipment and vehicles. Of particular interest has been the
take home vehicle policy, so tonight’s discussion will include a full review of

those provisions.

Policies on Drug-Free Workplace, Voluntary Shared Leave, and ADA Compliance will be

presented for discussion at Town Council’s regular meeting on April 15, 2019.

Discussion on these policies is needed in order to finalize the consolidated personnel

policy draft which will be presented for review by Town Council in May or June.
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Personnel Policy Excerpts
Article V - Conditions of Employment

Section 12. Internet and Social Media Use

The use of the Town’s information technology, including its computer systems, all forms of
internet and intranet access, and email, is critical to accomplishing the Town'’s goals and
providing governmental services. Brief and occasional personal use of email or the internet
is acceptable as long as it is not excessive or inappropriate, occurs during personal time
and does not result in expense or harm to the Town.

The Town has a social media presence in order to provide information to citizens on
governmental activities and to better connect with the community. The Town respects the
rights of employees to use blogs and social media sites as a medium of self-expression and
public conversation and does not discriminate against employees who use these media for
personal interest and affiliations or other lawful purposes. Employees are expected to act
responsibly and exercise good judgment when interacting with social media resources,
recognizing that personal and professional lives can easily be blurred.

The Town Manager shall establish a separate policy in which guidelines are provided to
employees regarding appropriate internet and social media use. Employees are expected to
follow the guidelines and policies adopted by the Town Manager concerning internet use
and social media.

Section 13. Drug-Free Workplace

All aspects of society are harmed by illicit drug use, with the workplace being especially
impacted. Providing a positive work environment is a high priority for the Town and, to
that end, the Town provides a drug-free workplace for all employees. The Town Manager
shall establish policies and procedures related to employee substance abuse in order to
ensure the safety and well-being of citizens and employees, and to comply with any federal,
state or other laws and regulations. Employees are expected to follow the guidelines,
policies and procedures adopted by the Town Manager.

Section 15. Workplace Violence Prevention

The Town is committed to preventing workplace violence and to maintaining a safe work
environment. Behavior that is intended or likely to be perceived as intending to create a
fear of bodily harm, actual physical injury, or damage to Town property will not be
tolerated. Those who engage in such behaviors will be held accountable and dealt with in a
manner consistent with maintaining a violence-free workplace. The Town shall adopt a
policy concerning workplace violence prevention which contains guidelines and
procedures to deal with intimidation, harassment or other threats of or actual violence that
may occur on-site during work-related activities.



Section 17. Use of Town Vehicles and Equipment

Operation of a Town vehicle is both a privilege and a responsibility. The Town Manager
shall establish and maintain a procedure relating to the requirements of employees who
operate town vehicles and ensure that employees are provided with a copy and training
regarding specifics within the procedures and updates as changes to the procedures are
made. The Town Manager may also establish procedures regarding operation and use of
other Town equipment. Employees are expected to follow the guidelines, policies and
procedures adopted by the Town Manager.

Employees are required to turn in town equipment when they leave town employment or
at the request of the Town Manager. The Town has the authority to make deductions from
final pay checks for any town equipment not returned.



TOWN OF WEAVERVILLE
INFORMATION TECHNOLOGY AND
INTERNET USE POLICY

Section 1. Purpose and Objectives

It is the policy of the Town to provide guidance to employees so that Town computer
equipment and related resources are used efficiently, effectively, honestly, and
appropriately. Employee access to computers and network resources imposes certain
responsibilities and obligations and is granted subject to relevant Town policies and
local, North Carolina, and Federal laws.

The items addressed in this policy are common sense items. As holders of confidential
information, there comes a level of responsibility to take proper precautions to protect
that information. The use of the internet and Town-owned resources is a privilege which
can and will be revoked when necessary and appropriate.

The primary purpose of this policy is to provide parameters in which a productive and
professional work environment for conducting Town business can be maintain.

Section 2. Definitions

Information technology (IT) - The technology involving the development, maintenance,
and use of computer systems, software, and networks for the processing, storing and
distribution of data and information.

Private information - Any private, personal or sensitive information, messages, and/or
records.

Town-owned IT equipment and/or resources - Town-owned equipment and/or
resources related to the processing, storing, and distribution of data and information, and
include, but is not limited to, cellular phones, telephones, tablets, computers (both
desktops and laptops), whether connected to the Town-owned network and/or wireless
resources or not, and the Town-owned or Town-operated network resources and
wireless resources, including the Town’s wired and wireless internet connection. Also
included are any personal device or personal equipment that is connected to Town-
owned network resources or wireless resources.

Section 3. Use of Town-Owned IT Equipment and Resources Restricted

Town-owned IT equipment and resources are provided to employees to assist the
employee in performing assigned work for the benefit of the Town and its employees and
the citizens that the Town serves. Town-owned IT equipment and/or resources should
be used for Town business only, with the exception of incidental personal use or use in
emergency situations.

Section 4. Expectations of Privacy

Employee privacy will be respected by the Town to the greatest extent possible.
Electronic and other technological methods must not be used to infringe upon privacy;
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however, employees should utilize Town-owned IT equipment and resources at their
own risk and with the awareness that Town-owned IT equipment and resources are not
to be treated as personal resources.

Periodic review by authorized Town personnel of all materials sent and received through
Town resources is permitted.

Section 5. Limitation on Freedom of Speech and Expression

The Constitutional right to freedom of speech and expression applies to all employees of
the Town. The Town seeks to balance the interests of the employee, as a citizen, in
commenting upon matters of public concern and the interest of the Town, as an
employer, in promoting the efficiency of the public services it provides through its
employees.

Town employees should recognize the difference between freedom of expression as a
general member of the public and freedom of expression as a public employee of the
Town.

Town employees are liable and accountable for all expression exhibited or
communicated during the performance of official Town duties, while using Town-owned
IT equipment or resources or while connected to Town-owned IT resources.

An employee’s off-duty speech may be evaluated on a case-by-case basis to determine (1)
if it is protected speech, and (2) if such speech negative effects or is likely to negatively
affect the Town, its reputation, or its ability to provide services to its citizens. Employees
will be accountable for any off-duty speech or expression concerning a matter of public
concern that disrupts the Town'’s operations or erodes the public’s trust.

As an example, the Town has an interest in distancing itself from hateful speech, racist
speech or other speech that would undermine the effectiveness of its work or the public’s
trust. Many of the Town’s employees must have the public’s trust that they will discharge
their duties faithfully and impartially without regard to factors like a person’s race,
gender or sexual orientation, so the Town has the right to limit an employee’s off-duty
freedom of expression if such expression will disrupt its operations, erode the public’s
trust, or interfere with the employee’s ability to perform his or her job.

Any questions regarding what constitutes permissible freedom of expression should be
directed to the employee’s department head or the Town Manager.
Section 6. Ownership of Data and Information

All forms of data stored or transmitted on or with Town-owned IT equipment and/or
resources are the property of the Town.
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Section 7. Harassment Prohibited and Respect and Courtesy Encouraged

All employees have the right not to be harassed by other employees while at work, while
utilizing Town-owned IT equipment and/or resources, or while connected to Town-
owned IT equipment or resources.

Each employee is responsible to all other Town network users. Respecting and valuing
the privacy of others, recognizing and respecting the diversity of the workforce and the
community population, behaving ethically, and complying with all legal restrictions
regarding the usage of information is required.

No employee of the Town may use Town-owned equipment or resources of any kind to
libel, slander, or harass any member of the public. The following is explicitly prohibited:

a. Intentionally annoying, harassing, terrifying, intimidating, threatening,
offending, or bothering another person by conveying obscene language,
pictures, or other materials, or by threatening bodily harm to the recipient
or the recipient’s family.

b. Intentionally contacting another person repeatedly with the intent to
annoy, harass, or bother, whether or not any actual message is
communicated, and where no purpose of legitimate communication exists
or the recipient has expressed a desire for the communication to cease.

c. Intentionally invading the privacy of another or threatening the invasion
of privacy of another.

Section 8. Expectations as to Private Information

Private information, regardless of the medium on which it is stored or transmitted, may
be subject to access by the Town if such information is on Town-owned equipment or
resources, or on personal devices which are connected to Town-owned equipment or
resources.

Private information made on Town-owned IT equipment may not be subject to public
access, however, it may be subject to access by the Town.

No employee should look at, copy, alter, or destroy another individual’s personal files
without explicit permission from a department head or their designee.

Employees are reminded that being able to access a file or other information does not
automatically imply permission to do so.

[t is a violation of this policy for any employee to use or help another use any private
information for the employee’s or another’s personal use or any other unapproved or
inappropriate purpose.
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Section 9. Employee Responsibility for Information Integrity

It is the responsibility of the employee to be aware of the potential for the manipulation
of information and the possible effects of manipulation of information as it relates to
Town business.

Employees are encouraged to be thoroughly aware of the ease of which electronically
stored information can be changed and are further encouraged to verify the integrity and
completeness of information the employee compiles or uses.

Each employee is responsible, in coordination with the department head, for the security
and integrity of Town information stored on Town-owned IT equipment and/or
resources assigned to the employee.

Section 10. Employee Responsibility for Assigned IT Equipment and Resources

Each employee is responsible for the security, maintenance, and proper care of any and
all assigned Town-owned IT equipment and resources and for his or her personal
workspace.

Each employee is responsible, in coordination with the department head, for the security
and integrity of Town information stored on Town-owned IT equipment and resources
assigned to the employee.

Employees should maintain passwords and other information that are used to access
Town-owned IT equipment and/or resources in such a manner as to protect against
unauthorized access.

Section 11. Email and Other Electronic Communications

Electronic communication provides a useful way to exchange ideas, share files, and
maintain relationships with coworkers and members of the community. Messages sent
and received through Town network resources and/or wireless resources, may be
considered property of the Town and may be public records which are subject to the
North Carolina Public Records Act. This includes but is not limited to email and social
media sites.

Electronic communications should not be deleted unless authorized by and in
compliance with the Town’s adopted Records Retention Schedule.

The Town’s IT equipment and resources should not be used to communicate sensitive or
confidential information without ensuring that such information can be communicated
securely.

Employees should not have any expectation of privacy with respect to messages or files
sent, received, or stored on the Town'’s IT equipment or resources. Authorized access to
employee electronic communications by department heads or their designee includes
the following:
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a. Access by information technology personnel or contracted agents during the
course of system maintenance and administration;

b. Access approved by the employee, employee’s supervisor, or the Town Manager
when there is an urgent need to access the employee’s mailbox or other computer
files;

c. Accessapproved by the employee’s supervisor and the Town Manager when there
is reason to believe the employee is using the communication system in violation
of the Town’s policy;

d. Access approved by the Town Manager or Town Attorney in response to a public
records request; and

e. Access approved by the Town Attorney in response to the Town’s receipt of a
court order or request from law enforcement.

Section 12. Use of the Internet

Town-owned IT resources, including access to the internet, are provided for Town
employees for Town business only, with the exception of incidental personal use. All
existing Town personnel policies apply to employee conduct on the internet, including
those that deal with employee performance, personal conduct, intellectual property
protection, privacy, misuse of Town resources, sexual harassment, information and data
security, and confidentiality.

Employees must conduct themselves honestly and appropriately on the internet.
Employees must also respect copyrights, software licensing rules, property rights, and
the prerogatives of others. Unlawful or inappropriate usage may garner negative
publicity for the Town, expose the Town to significant legal liabilities, and may result in
disciplinary action up to and including termination for the employee.

The following behaviors are examples of activities that are prohibited and can result in
disciplinary action:

e Sending or posting discriminatory, harassing, or threatening messages or
images
e Using the Town'’s time and resources for personal gain

e Stealing, using, or disclosing someone else’s code or password without
authorization

e Copying, pirating, or downloading software and/or electronic files without
permission

e Sending or posting confidential information, trade secrets, or proprietary
information outside of the Town

e Violating copyright law
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property unless used in conducting official Town business and should always be left in a
secure and safe manner. Town equipment should be operated safely by authorized
employees only and must be maintained in good working order. Town equipment should
be used for its intended purposes only. All maintenance issues should be reported
promptly to a supervisor or department head. All Town equipment in the possession of an
employee who separates from Town employment must be turned in prior to separation or
promptly thereafter.

Section 5. Use of Town Vehicles

A. Official Use - Town vehicles shall only be used for official Town business. Town
vehicles should be driven over the most economically direct route, taking into
account exceptions due to safety needs, road considerations, vehicle capabilities,
and traffic considerations.

B. Personal Use Limited - The employee may use a Town vehicle for necessary
personal business when the following conditions exist:

1.

The employee is in route between locations for official Town business or
when in route between home and the workplace for take home vehicles;

The personal use is minimal, taking into consideration time and distance,
and reasonable in light of the employee’s public responsibility.

C. Assignment of Town Vehicles

1.

2.

Daily/Temporary Vehicle - The departments who have Town vehicles
may assign employees vehicles for daily or temporary use for the purpose of
conducting Town business. Only Town employees who have received
permission from their supervisor are allowed to drive Town vehicles.
Departments shall assign such vehicles in a manner consistent with
operational requirements and workload.

Vehicle for Authorized Travel - Town vehicles should be used whenever
possible for any authorized travel, including overnight travel that would
reasonably require an employee to temporarily take home a vehicle.
Requests for vehicles for travel should be made to their department head at
least one (1) week in advance of anticipated need, if possible. The employee
should consult Article XVI of the Town's Personnel Policy for the Travel
Policy for travel related regulations, including a listing of reimbursable
expenses.

Standby Vehicle - Those employees who are on call, or who expect to be
called back to work, or who return to work before the next regular workday
may temporarily take vehicles home. Under no circumstance is commuting
allowed on a regular basis except as authorized by the Take Home Vehicle
section outlined below.
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4. TakeHome Vehicle -An employee who is assigned a Town vehicle for take
home purposes may regularly drive the Town vehicle to and from his/her
home. Only the Town Manager can approve the use of a take home vehicle.
The following criteria shall apply in determining whether an employee is
eligible for use of a take home vehicle:

a. The employee is a law enforcement officer performing duties
related to public safety. Law enforcement personnel should also
consult their general orders manual for rules and regulations that
are not addressed in this policy.

b. The employee is on 24-hour call as part of his/her work duties
and the vehicle is essential for those duties.

c. The employee needs a vehicle after the completion of the regular
workday to complete Town business on the same day or before
his/her usual work hours.

d. By virtue of his/her position, the employee has been approved for
use of a take home vehicle by the Town Manager.

Except for extraordinary circumstances, take home vehicles are only
authorized for employees who live within a 25-mile radius of their work
location.

A department head request for a take home vehicle for an employee must
address the rationale for the request and compliance with the criteria listed
above. Take home vehicle assignments will be made in writing by the
department head if approved by the Town Manager. The Town Manager or
the department head may rescind the assignment of a take home vehicles at
any time.

When an employee assigned a take home vehicle takes a vacation or is on
extended sick leave, the department head or Town Manager shall determine
whether or not that vehicle shall remain on Town property during the
absence. This is to insure the safety and security of the vehicle, and to make
it available to other employees during that time.

Section 6. Vehicle Operation Guidelines

The following are guidelines that must be exercised by all operators of Town vehicles:

1.

Motor Vehicle Laws - It is the responsibility of the driver to observe all State
motor vehicle laws and ordinances. Employees who receive a citation for any
violation are responsible for paying the cost of the citation issued. Abuse of
motor vehicle laws and ordinances may result in denial of operating
privileges and disciplinary action up to and including termination.
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License and Insurance - All employees operating Town of Weaverville vehicles
must have a valid driver's license in their possession when operating a Town
vehicle. Employees are required to report to their supervisor immediately any
revocation of their driver’s license or moving citation they receive that will
affect their ability to legally operate a vehicle. Failure to provide such notice will
be grounds for disciplinary action up to and including termination. For
employees whose job responsibilities require that they possess an active, valid
driver's license, a suspension or revocation of the license will be grounds for
termination. Liability insurance is provided by the Town for all drivers of Town
vehicles. Workers Compensation, third party insurance, and/or Town-provided
insurance should cover medical expenses incurred by any Town of Weaverville
employee while operating a Town vehicle and conducting official Town
business.

Safety and Security - An employee assigned to a Town vehicle is responsible
for taking reasonable steps to ensure the safety and security of the vehicle.
Windows should be rolled up and doors locked when the vehicle is not in use.

Housekeeping within Vehicles - Vehicle compartments will be kept clear of
materials that could constitute a safety hazard in the operation of the vehicle.
Unsecured tools, loose debris or other items that could contribute to an accident
or blow out of the vehicle (e.g. trash) must be removed or dealt with
immediately. The interior and exterior of the vehicle must be kept reasonably
clean. Food and drinks should be carefully consumed within a vehicle so as to
preserve the interior condition of the vehicle. Spills should be immediately
cleaned.

Alcoholic Beverages, Drugs, Weapons, and Obscene Material - Under no
circumstance shall a Town employee operate a Town vehicle under the influence
of intoxicating beverages, drugs, substances, or transport any such items in a
Town-owned vehicle unless with a valid medication prescription.

Vehicles shall not contain items such as weapons, alcohol for consumption
(whether sealed or unsealed), non-prescribed drugs, obscene material, or any
other item whose possession will be grounds for disciplinary action up to and
including termination.

The only exception to these provisions are for items that are in the possession of
law enforcement officers in the performance of their law enforcement duties.

Passenger Rules - Vehicles that are used to transport personnel, regardless of
the distance, will be equipped with seating as supplied by the manufacturer. All
passengers (including the driver) shall wear seat belts when the vehicle is in
motion and comply with all motor vehicle laws. The employee assigned the
Town vehicle is responsible for the actions of all passengers.

Smoking - Smoking and vaping of any kind are expressly prohibited in Town
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vehicles.

8. Fuel Conservation - Unnecessary Idling - Employees should eliminate
unnecessary vehicle idling in order to reduce overall fuel consumption and
equipment wear as well as to help the environment. This practice shall apply to
all Town owned gasoline- or diesel-powered vehicles and equipment. Unless
operations fall under an exemption listed below, no Town operated vehicle shall
be permitted to idle for prolonged periods of time. Town vehicles must be off
when engaged in the following activities:

e Loading or unloading (unless engine is required to load or unload);

e  When unattended (no vehicle shall be left running while unattended);

e  When parked (vehicles are not permitted to idle while parked to
operate heating or air conditioning unless exempted below). In
general, once a vehicle becomes stationary, the engine is to be turned
off unless one of the exemptions below apply.

Town vehicles may idle for the following reasons:

e  When idling in traffic

e To operate electrical equipment on emergency and traffic
control/safety vehicles

To build air pressure for vehicles with air brakes

During emergency situations

During extreme cold weather conditions

To defrost windshields

e To warm up diesel engines (3 - 5 minutes)

e To provide for crew/passenger comfort (5 minutes)

Section 7. Maintenance and Care of Vehicles

Employees are required to routinely check their assigned Town vehicles to ensure: (1)
proper inflation of tires, (2) proper operation of lights and signals, and (3) adequate fluid
levels. Employees are required to schedule or arrange for required or recommended
vehicle servicing, including routine servicing and servicing related to vehicle recalls, and
required inspections. Drivers should note any malfunctions, unusual operations, or damage
to the vehicle and immediately report such issues to their supervisor in order for the
vehicle to be evaluated and repaired expeditiously.

Employees shall not alter or change any operational aspect of a Town vehicle. The
employee must receive clearance from their department head before any auxiliary
equipment is added to any vehicle.

Section 8. Accident Reporting

All accidents involving a Town vehicle must be immediately reported to the employee’s
department head or supervisor.
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It is the department head and/or supervisor’s responsibility to report any accident which
resulted in property damage or personal injury, regardless of the amount of damage or
extent of injury, to the appropriate law enforcement agency for investigation. Such
accidents involving property damage or injury must also be reported to the Town Manager
within 24 hours of the accident unless circumstances require otherwise.

Failure to report an accident is grounds for disciplinary action up to and including
dismissal.
Section 9. Violations

Anyone employee found to be in violation of this policy for misuse of a Town vehicle or
other equipment, or any other violation of this policy, will be subject to any of the
following:

a. Denial of further use of the Town vehicle and/or equipment;

b. Revocation of the assignment of a Town vehicle and/or equipment;

c. Reimbursement by the employee to the Town for any resultant damage or cost;
and/or

d. Prompt disciplinary action up to and including dismissal.

Section 10. Adoption and Effective Date

This policy is adopted by the Town Manager pursuant to Section 17 of Article V of the
Town’s Personnel Policy and may, from time-to-time be amended by the Town Manager
under that same authority. This policy is effective immediately upon adoption.

ADOPTED BY the Town Manager/Town Council on the day of April, 2019.

TOWN OF WEAVERVILLE

By:

Selena D. Coffey, MPA, ICMA-CM
Town Manager
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